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Infrastructure Security Protection
For Clean Technology

In today’s connected and transforming economy, all companies face a disruption to business caused by cyber attacks

on IT systems. For Clean Technology companies, this risk is now compounded by an attack on operational technology (OT).
When operating within very tight product delivery timeframes, cybersecurity protection is of vital importance to operational
effectiveness and production goals.

Smart Manufacturing

Many Clean Tech companies are connecting industrial control systems with manufacturing equipment in the
Internet of Things (IoT). Benefits include:
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Cyber Threat Prevention

Limit Network Intrusion

Consider splitting the network into a series of sub-networks,
each with a different layer of security to limit intrusion from a phishing attack.

Account for all devices

Undertake a full accounting of all devices connected to the IT and OT infrastructures.
Determine which devices absolutely need an open connection and close off access to the remainder.

Implement application whitelisting

software applications are allowed to run on the network.

Real-time security analysis

The use of solutions like Security Information and Event Management software can provide
real-time analysis of a security alert to prescribe the optimum course of action.
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Chubb. Insured.

Chubb is the marketing name used to refer to subsidiaries of Chubb Limited providing insurance and related services. For a list of these subsidiaries, please visit our website at
www.chubb.com. Insurance provided by ACE American Insurance Company and its U.S. based Chubb underwriting company affiliates. All products may not be available in all
states. Surplus lines insurance sold only through licensed surplus lines producers. The material presented herein is advisory in nature and is offered as a resource to be used
together with your professional insurance advisors in maintaining a loss prevention program. It is not intended as a substitute for legal, insurance, or other professional advice,
but rather is presented for general information only. You should consult knowledgeable legal counsel or other knowledgeable experts as to any legal or technical questions you
may have. Chubb, 202 Hall's Mill Road, Whitehouse Station, NJ 08889-1600.



